TECHNICAL REPOR T 98-03 In tegrating Remote Pro cedure Calls with Virtual Memory Managemen t for Co op erativ e Autonomous Systems Kenji Kono, Kazuhiko Kato, and T ak ashi Masuda Septem b er 14 Dep ar tment of Informa tion Science F a cul ty of Science, University of Tokyo 7{3{1 Hongo, Bunkyo-Ku Tokyo, 113 Jap an

TECHNICAL REPOR T 98-03 TITLE Integrating Remote Pro cedure Calls with Virtual Memory Management for Co op erative Au- tonomous Systems AUTHORS Kenji Kono, Kazuhiko Kato, and T ak ashi Masuda KEY WORDS AND PHRASES remote pro cedure call, remote metho d inv ocation, distributed shared memory , distributed ob ject, distributed op erating system ABSTRACT Co op eration and autonomy of distributed pro cesses are indisp ensable features of lo osely coupled applica- tions where information is shared b eyond administrative b oundaries such as lab oratories and companies. T o facilitate this style of information sharing, this pap er prop oses a distribution facility , called the VM- integrated RPC, that integrates the remote pro cedure call (RPC) with virtual memory (VM) management. It combines the adv an tages of the conv en tional technologies for distributed programming: RPC and dis- tributed shared memory (DSM). By incorp orating data-sharing semantics, the VM-integrated RPC enables e�ective co op eration of pro cesses like DSM technologies do. By retaining the adv an tages of RPC, it pre- serves the autonomy of pro cesses and is also applicable to heterogeneous environmen ts. The VM-integrated RPC shows reasonable p erformance that is scalable to the access ratio of remote shared data. In addition, it adaptively changes caching strategies and coherency proto cols for b etter p erformance across a wide range of access patterns. ANY OTHER IDENTIFYING INFORMA TION OF THIS REPOR T Submitted for publication DISTRIBUTION ST A TEMENT This tec hnical rep ort is av ailable ONL Y via anonymous FTP from ftp.is.s.u-tokyo.ac.jp (di- rectory /pub/tech-reports ). SUPPLEMENT AR Y NOTES REPOR T DA TE September 14 TOT AL NO. OF P A GES 29 WRITTEN LANGUAGE English NO. OF REFERENCES 41 DEP AR TMENT OF INFORMA TION SCIENCE F acult y of Science, Universit y of T oky o 7-3-1 Hongo, Bunkyo-ku, T oky o 113, Japan

In tegrating Remote Pro cedure Calls with Virtual Memory Managemen t for Co op erativ e Autonomous Systems Kenji Kono y Kazuhiko Kato z T ak ashi Masuda y y Department of Information Science, Graduate School of Science, Universit y of T oky o 7-3-1 Hongo, Bunkyo-ku, T oky o 113{0033 Japan Email: f kono,masuda g @is.s.u-toky o.ac.jp z Institute of Information Sciences and Electronics, Univ ersit y of Tsukuba Tsukuba, Ibaraki 305{8573 Japan Email: k ato@is.tsukuba.ac.jp 1 In tro duction The widespread use of computers and net w orks by the general public has stimulated the sharing of information across the administrative b oundaries of organizations such as lab oratories, departments, and companies. One of the distinguished features of such information sharing is that the c o op er ating pro cesses that share information are highly autonomous , since they represent organizations indep endent of one another. Co op erating pro cesses exchange and share information for a certain p erio d of time, and during this time all they know ab out each other is the logical interfaces they provide. Each pro cess enforces its own p olicy with regard to the management and protection of its lo cal resources. W e refer to distributed systems intended to facilitate this style of information sharing as c o op er ative autonomous systems [11]. A wide v ariet y of distributed applications require b oth autonomy and co op eration. When tw o compa- nies trade in some merchandise, for example, they are required to co op erate with each other on the trade. But b ecause they are so cially indep endent of each other, their autonomy must b e resp ected even during the trade; co op erating pro cesses do not exp ose their internals to each other. Another example is a \col- lab oratory" [27], which helps researchers co op erate on a particular research sub ject. Each lab oratory is autonomous in that it usually carries out researc h indep endently of the other lab oratories, but sometimes (when necessary) each lab oratory co op erates in sharing research results. These autonomous co op erative systems are one of the target applications of contemporary standardizations suc h as OSF/DCE [33], OMG/CORBA [31], and DCOM [10]. 1.1 Remote Pro cedure Call and Distributed Shared Memory Two technologies for distributed programming ha v e b een widely used: the remote pro cedure call (RPC) [40, 5, 4, 16, 19, 14, 2, 36] and distributed shared memory (DSM) [28, 37, 30]. There are three distinctive di�erences b etw een these technologies [11]. One is that the RPC inherently provides the data-passing semantics, whereas DSM provides the data-sharing semantics. The second is that the RPC provides dis- tribution transparency by means of a high-level language abstraction of parameter passing, whereas DSM provides transparency by simulating a logical shared address space ov er a set of ph ysically distributed lo cal memory systems. And the third is that an RPC requires agreement only on logical interfaces, whereas DSM requires agreement on physical memory lay outs. The sharing nature of DSM eliminates the diversit y of address spaces, thereby enabling any type of data including address references (p ointers) to b e shared by communicating pro cesses. This prop erty of DSM allo ws pro cesses to co op erate closely , but it precludes autonomy of the co op erating pro cesses. Since all the data in a shared address space is exp osed to all the pro cesses, the pro cesses must agree on physical memory lay outs a priori and that all the memory conten ts are op en to all the other pro cesses. DSM is therefore esp ecially suitable for tightly coupled applications, such as parallel numeric computations. The use of RPCs, on the other hand, do es not compromise the autonomy of comm unicating pro cesses b ecause eac h pro cess has only to agree on logical interfaces and can use its own management p olicy . 1

Applications in lo osely coupled distributed environmen ts | such as mail, news, and the WWW | are therefore typically based on RPC technology . Data-sharing semantics, how ev er, is not easily provided by an RPC technology b ecause address references are v alid only within a single address space and cannot b e passed b eyond address space b oundaries. Consequen tly , co op erating pro cesses cannot share data b y simply transmitting remote references; to implement data-sharing semantics, application programmers must design a proto col for each application. This drawbac k of RPC technology is well known and p ointed out in the literature [3]. 1.2 The Approac h: VM-In tegrated RPC This pap er prop oses a no v el scheme developed to supp ort co op erativ e autonomous systems e�ectively . The nov elt y of the scheme is that it combines the adv an tages of RPC and of DSM to allow co op era- tion and autonom y at the same time. Since autonom y is indisp ensable in lo osely coupled distributed systems, we take an approach to extend RPC technologies for co op eration. The prop osed scheme, the VM-inte gr ate d RPC , in tegrates RPC with virtual memory management. Lik e con v en tional RPC tech- nologies, it preserves autonomy b ecause co op erating pro cesses share only logical in terfaces. The scheme nevertheless enables communicating pro cesses to pass any type of data including address references b e- yond address space b oundaries. This feature of the scheme facilitates pro cess co op eration like DSM technologies do. W e hav e already rep orted preliminary v ersion of this sc heme [24] and ha v e applied it to ob ject migration [25]. The presen t pap er describ es the scheme comprehensiv ely and rep orts a prototype im- plementation called Trap . It also shows the results of measuring the p erformance of the scheme. In communication-bound b enc hmarks, the prop osed sc heme shows p erformance comp etitive with the opti- mal case in which all access patterns are assumed to b e known statically . Even in the worst case, our scheme increases the execution time by approximately 20% compared with that optimal p erformance. In computation-b ound b enc hmarks, the prop osed scheme p erforms 20% to 30% b etter than schemes that do not utilize a mechanism for virtual memories. The central technology of the VM-integrated RPC com bines three techniques into one sophisticated RPC mechanism: (1) exploitation of general hardware for virtual memory managemen t, (2) coherency proto cols, and (3) RPC-based stub generation (i.e. language prepro cessing). Generally , a reference across an address space b oundary is meaningless unless dereference op erations are executed at the ad- dress space where it is created. Conv en tional RPC systems [40, 5] and ob ject-orien ted distributed systems [22, 34, 6, 18, 21, 8] c al lb acks the target address space every time a remote reference is deref- erenced. The VM-in tegrated RPC automatically detects the �rst dereference of a remote reference by using a memory management unit (MMU), whic h is equipp ed with virtually all computers from p ersonal ones to mainframes. Thereafter, the referenced data is lo cally c ache d so that the subsequent accesses incur no more ov erhead than do lo cal memory accesses. This p ortion of our system was inspired by the \p ointer swizzling at page fault time" prop osed by Paul Wilson [38, 39], a metho d that e�ciently extends hardware-pro vided address space. The VM-integrated RPC is not, how ev er, intended to pro vide a huge address space but rather to address the problems caused by the co op eration and autonomy of distributed pro cesses. Our tec hnique is adv an tageous with regard to b oth transparency and e�ciency . It provides trans- parency at the instruction-co de level. That is, the instruction co des that manipulate lo cal references can without any mo di�cations manipulate remote references. F urthermore, the technique is e�cient b ecause communication ov erhead is reduced as a result of caching. T o allow up date op erations on cached data, the scheme includes the proto col that guarantees the coherency of original and cached data. In addition, the scheme controls concurrency prop erly to preclude multiple pro cesses from b eing falsely interlea v ed and causing an incorrect status. Extensive exploitation of the synchronous prop erty of RPC makes these proto cols simple and light. Like a conv en tional RPC sys- tem, a language prepro cessor is required to generate stubs that conceal communication details although the runtime mechanism is essentially language-neutral. Since our language prepro cessor generates stubs that marshal and unmarshal 1 data structures according to target architectures, co op erative pro cesses hav e to agree only on logical in terfaces. Thus our system is applicable to heterogeneous en vironmen ts. 1 In Jav a/RMI [21], marshal/unmarshal is called serialize/deserialize. 2

1.3 Organization of the P ap er This pap er is organized as follo ws. Section 2 clari�es the implementation of transparen t remote references in RPCs. Section 3 de�nes the execution mo del of Trap and de�nes the semantics of remote references. Section 4 describ es the mechanism of the VM-in tegrated RPC. Section 5 presents the coherency proto cols. Section 6 describ es our programming language prepro cessor. Section 7 rep orts exp erimental results, and Section 8 concludes the pap er. 2 Remote References in Con v en tional RPCs T o preserve the autonom y of pro cesses, conv en tional RPCs do not share a single memory image among co op erating pro cesses but instead reconstruct data structures at each address space. As p oin ted out in Silv a et al. [12], how ev er, owing to the lack of a logical shared address space, most RPC systems compromise on the semantics of remote references. In conv en tional RPCs, when a reference is transmitted to a remote address space, a c opy of the referenced data is created; that is, the referenced data is passed by value . The identit y of the created copy is generally di�erent from the identit y of the original data and the corresp ondence b etw een them is not preserved. T o obtain the data-sharing semantics, application programmers must write co de to explicitly write back mo di�cations to original data. This burden on programmers is lighter when the system automatically guaran tees the data-sharing semantics; a \transparent remote reference" should preserve the identit y of the remotely referenced data across address space b oundaries. T o explain the issues in implementing remote references, this section reviews conv en tional schemes to implemen t transparen t remote references. Section 2.1 clari�es the criteria for comparing implementation schemes. Section 2.2 reviews those schemes, and Section 2.3 compares them according to the criteria. 2.1 Criteria for Schemes Implementing Remote References Adv anced distributed systems and languages provide application programmers with a view that remote references are, at least at the language level, indistinguishable from lo cal references. This implies that some chec ks must b e p erformed at runtime if remote references are to b e distinguished from lo cal ones. These chec ks are often called pr esenc e tests and the ov erhead due to presence tests is the cost of trans- parency . One of the criteria is thus whether the introduction of remote references degrades p erformance of the other parts of the entire system. Someone who never uses remote references should not pay the costs in v olv ed in the implementation of remote references. Another factor to consider is the cost of netw ork communications, and there are tw o criteria to estimate the cost of netw ork communications. First, the numb er of netw ork comm unications should b e reduced. Second, the amount of netw ork data transfer should b e reduced. These tw o criteria frequently contradict each other. Consider an example in which a reference to the ro ot of a binary tree is remotely transferred to a callee pro cess. T o reduce the numb er of netw ork communications, it is b est to transmit the entire tree at onc e . T o reduce the amount of netw ork data transfer, it is b est to transmit tree no des on demand that the callee actually attempts to visit. Since it is generally quite di�cult to predict the access pattern of the callee, it is almost imp ossible to reduce b oth the num b er of communications and the amount of data transfer at the same time by transmitting at onc e the no des that the callee actual ly visits. T o summarize, there are three criteria for execution p erformance of the implementations of remote references: (1) the cost pay ed to presence tests, (2) the num b er of netw ork communications, and (3) the amount of netw ork data transfer. The �rst criterion a�ects lo cal computation trav ersing a mixture of lo cal and remote references, and th us dominates computation-b ound applications. The last tw o criteria a�ect the cost of netw ork communication, and thus dominate communication-bound applications. 2.2 Implemen tation Sc hemes In man y non-distribute d systems and languages, a lo cal reference is implemented as a virtual address b ecause a pro cessor can interpret virtual addresses directly , without softw are interv en tion. Since a virtual address is inv alid outside the address space where it w as created, transmitting it to a remote address 3 space is meaningless. Instead, we can transmit a lo gic al identi�er for accessing the data referred to by the virtual address. Receiving the logical identi�er, the receiver remotely op erates on the referenced data through the identi�er. Whenever a remote op eration is requested, the runtime system c al lb acks the sender to p erform the requested op eration. W e call this the c al lb ack scheme. It is widely used in distributed ob ject-oriented systems [22, 34, 6, 8, 21, 31] in which an ob ject identi�er (OID) directly acts as a logical identi�er. In the callback scheme, presence tests are required to distinguish logical identi�ers from virtual addresses. The callback sc heme not only incurs the o v erhead of presence tests, but also greatly increases the num ber of netw ork communications b ecause a netw ork comm unication o ccurs every time a remote refer- ence is dereferenced. An app ealing approac h to reducing the num b er of callbacks is to c ache the remote data. Once it is cached, it can b e accessed without p erforming additional communications. This is at- tractive since it reduces b oth the num ber of netw ork communications and the amount of data transferred. With resp ect to the timing of cache creation, the caching schemes can b e classi�ed into tw o types: the lazy c aching schemes and the e ager c aching sc hemes. A lazy caching sc heme creates a cache lazily , or on demand . That is, the creation of a cache is deferred until an attempt to access remote data is made. Since remote data are cached one by one, some literature refers to this type of scheme as a shal low scheme. T o distinguish references to cached data from references to remote (not cached yet) data, this scheme requires presence tests. The eager caching scheme, on the other hand, caches the transitive closure of a remote reference at onc e , or e agerly . Since the copy of the entire closure is created at once, this kind of scheme is sometimes called a de ep scheme. An eager caching scheme do es not require presence tests b ecause there are no references across address space b oundaries; all the remote data are alwa ys cached lo cally . In b oth kinds of schemes, the runtime systems m ust manage the coherency and identit y issues arising from creation of multiple copies of the same data. If the cost of the coherency maintenance is terribly high, these cac hing schemes b ecome unattractive in the cases where up date op erations are frequent. T able 1 summarizes the three schemes describ ed ab ov e. Distributed C [23] provides a language construct to choose b et w een the callback scheme and the eager caching scheme. scheme description callback Whenever op erating on a remote data, the requested op eration is delegated to a target remote address space. lazy caching At the �rst access to a remote data, the accessed data is cached lo cally . In other words, remote data are cac hed lazily . eager caching When transmitting a reference to a remote site, the transitive closure of the reference is transferred e a- gerly to the remote site. T able 1: Schemes for implementation of remote references. As mentioned ab ov e, the callback scheme and the lazy caching sc heme require presence tests to distinguish remote references from lo cal references. Several techniques for p erforming presence tests hav e b een already prop osed (see [26]). One approach is to tag a reference. An untagged reference directly refers to a lo cal data, but a tagged reference is considered to refer to a remote data. Every time a reference is dereferenced, the tag of the reference is chec k ed. In this approach, a compiler determines the lo cations to insert co des for tag chec ks by ow-analysis; otherwise, all memory accesses need to b e chec k ed. Thus a compiler must b e altered to do this insertion, and all the libraries and executables must b e re-compiled b y the altered compiler. T agged references incur the cost of presence tests even if all the data reside in a lo cal address space. Another approach that eliminates presence tests for lo cal data, an approac h we call the pr oxy-overlay [7], has b een prop osed in the context of distributed ob ject-orientation. In the proxy-o v erla y , a proxy called \O-proxy" represents a remote ob ject and is the same size as the remote ob ject. The O-proxy’s metho ds are b ound to a co de that noti�es the runtime system of the �rst attempt to inv ok e one of the metho ds of 4 the O-pro xy . When an attempt to inv ok e a metho d of the O-proxy is made, the runtime system fetches the target remote ob ject and ov erla ys the O-proxy with the fetched ob ject. The metho ds of the O-pro xy are b ound to those of the target ob ject. Consequently , no presence tests are required after an O-proxy is o v erlaid with a real ob ject. The proxy-o v erla y relies heavily on language implementations. It assumes that all accesses to an ob ject are strictly metho d inv ocations even at the instruction-co de level. Otherwise, we cannot catch an attempt to access a remote ob ject. This restricts compiler optimizations; for example, a metho d co de cannot b e inline-expanded. Consequently , the proxy-o v erla y is applicable to \pure" ob ject-oriented languages but not to C++ and Jav a 2 b ecause they allow direct accesses to instance v ariables. 2.3 Discussion The three implemen tation schemes describ ed in Section 2.2 are not satisfactory with regard to at least the following three p oints. First, the callback and lazy caching schemes require presence tests which usually degrade p erformance. Second, the lazy and eager caching schemes require a coherency proto col to guaran tee the data-sharing semantics. Many systems using these schemes are rep orted, but they put the problem of coherency into the hands of application programmers. Third, none of these three schemes is applicable by itself to v arious access patterns of applications. If only a small p ortion of a huge data structure is remotely accessed, the callback and lazy caching schemes p erform b etter b ecause of the reduced amount of netw ork data transfer. But if a large p ortion of the huge data structure is remotely accessed, the eager cac hing scheme is b etter b ecause of the reduced n um ber of netw ork comm unications. T able 2 summarizes the prop erties of the three schemes describ ed in Section 2.2. scheme presence coherency amount of numb er of test protocol data transfer communication callback R NR � lazy caching R R � eager caching NR R � R : r e quir e d NR : not r e quir e d : r elatively smal l � : r elatively lar ge T able 2: Comparison of sc hemes for implementation of remote references. The VM-integrated RPC prop osed in this pap er o v ercomes the three problems describ ed ab ov e b y combining the adv an tages of the three schemes. First, by exploiting MMU hardware, the VM-integrated RPC eliminates the cost of presence tests for cached data; the MMU hardw are automatically p erforms presence tests without softw are interv en tion. If an attempt to access remote data is made, the MMU hardware detects it and noti�es the runtime system. Thereafter the runtime system caches the accessed remote data prop erly . The cost of handling page faults is amortized ov er the num ber of accesses to cached data. The VM-in tegrated RPC provides distribution transparency at the instruction-co de lev el: instruction co des that manipulate lo cal memories can without mo di�cation manipulate remote data. This prop erty of the VM-in tegrated RPC enhances reusabilities of existing libraries and compilers for distributed computing. Second, the problem of coherency is resolv ed b y the runtime system. Application programmers are given the simple view that the identities of remote data are preserved across address space b oundaries and up date op erations on remote data are directly shared b y other pro cesses. Generally , coherency maintenance is di�cult in environmen ts where multiple activities run in parallel. T o simplify the problem of coherency , we hav e tailored the execution mo del of our system to co op erative autonomous systems. As describ ed in Section 3, our execution mo del prohibits the abuse of remote references and provides simple and clear semantics of remote references by exploiting synchronous prop erty of RPC. Owing to the clear semantics of references, our system simpli�es coherency proto cols to av oid run time ov erheads. Third, in order to adaptively control the timing of caching, the VM-integrated RPC uses the scheme we call adaptive c aching . This scheme is, in a sense, the combination of the lazy and eager cac hing 2 If Jav a were statically compiled into native-code, the proxy-o v erla y would b e hard to apply . In the current Jav a virtual machine, instance v ariables are accessed indirectly . 5

Figure 1: Trap execution mo del based on RPC session. The activity A declares an RPC session at the caller, migrates to the callee, and executes a remote pro cedure. schemes. The VM-integrated RPC caches only a subset of a transitiv e closure of a transmitted reference, not the entire closure. Application programmers can dynamically alter, according to the access pattern of a called remote pro cedure, the size and the \shap e" of a subset to b e cached at once. If the entire closure is alwa ys transferred, the runtime b ehavior of the VM-in tegrated RPC resembles that of the eager caching scheme. If remote data is transferred one b y one, it resembles the lazy caching scheme. As our exp erimental results in Section 7 show, the prop er customization of an algorithm to sp ecify a transferred subset of a closure greatly improv es p erformance. 3 RPC Session Mo del and Its Sharing Semantics T o describ e the VM-integrated RPC rigorously , this section de�nes the execution mo del of the VM- integrated RPC and introduces some basic terminology . Section 3.1 presents our execution mo del called RPC session. Section 3.2 de�nes the sharing semantics of RPC sessions. 3.1 RPC Session Mo del In the conv en tional RPC mo del of execution, a distributed thread of control, called an activity , executes program co de, migrating from one address space to another. When an activity inv ok es RPC, it migrates from the caller’s address space to the callee’s and executes the inv ok ed remote pro cedure. After the execution of the pro cedure, the activit y returns to the caller’s address space and contin ues execution. An activity can execute nested inv ocations of RPCs. That is, the activity can inv ok e another RPC b efore �nishing the outstanding RPC. This execution mo del implies that RPC is synchronous. That is, it implies that no activity remains at the caller’s address space when a remote pro cedure is executed. In this con v en tional mo del, w e can obtain concurrency by explicitly spawning new activities. Figure 1 illustrates an inv ocation of RPC by an activity . When the activit y A in v ok es RPC, it migrates from the caller’s address space to the callee’s and executes the inv ok ed pro cedure. After the execution, the activity A returns to the caller. The abuse of remote references causes undesirable situations. First, from a seman tic p oint of view, the abuse of remote references vitiates the autonomy of co op erating pro cesses b ecause a reference to a remote address space implies semantic dep endence on that remote address space. When pro cesses �nish co op erating, remote references b et w een them must b e disp osed of explicitly . Otherwise, their dep endence contin ues and they lose their autonom y . Second, from a viewp oint of p erformance, the abuse of remote references greatly increases the cost of the data-sharing semantics. F or the data-sharing semantics, the runtime system pursues the out ow of references, and keeps track of the one-to-one corresp ondence b etw een a reference and the referenced data. The cost of keeping track of the corresp ondence would b e large if remote references were spread widely ov er a lot of address spaces, in the worst case, ov er 6

Figure 2: Multiple RPC sessions executing concurrently . RPC session S A executes tw o RPCs in a nested fashion. If shared data are up dated by the tw o sessions in an interlea v ed wa y , the inter-session proto col serializes the up dates while the intra-session proto col makes the caches coherent. worldwide netw orks. These problems are due to application programmers not ha ving a wa y to notify the runtime system that some remote references are no longer needed; there are no primitives to control the term of validity of remote references. Our execution mo del provides a primitiv e that declares RPC session , which controls the term of v alidit y . RPC session imp oses tw o constrain ts on the use of remote references: temp or al and sp atial constraints. The temp oral constraint determines the p erio d during which remote references are allow ed to b e used. Within RPC session, application programmers can transmit references b ey ond address space b oundaries, and the data-sharing semantics is guaranteed by the system. Outside RPC session, on the other hand, no references are allow ed to refer to remote address spaces. If a remote reference is dereferenced outside RPC session, the runtime system raises a runtime exception. The spatial constraint determines a set of address spaces to which remote references are allow ed to refer. During execution of RPC session, remote references are allow ed to designate only the address spaces that p articip ate in the executing RPC session. When an activity executing RPC session inv ok es a remote pro cedure, the address space of the inv ok ed remote pro cedure b ecomes a participant in the RPC session. If an attempt to pass a reference to an address space outside RPC session is made, the runtime system raises an exception to notify the violation of the spatial constraint. Owing to the temp oral and spatial constrain ts imp osed by RPC sessions, remote references are enclose d within RPC sessions. In Fig. 2 tw o RPC sessions S A and S D are executing concurren tly . S A p erforms t w o RPCs in a nested fashion. The participants of the session S A are the address spaces A, B, and C; and the participants of S D are the address spaces B and D. According to the spatial constraint on the use of remote references, the session S A cannot contain references to the address space D b ecause the address space D is not a participant of the session S A . Similarly , the session S D cannot contain references to the address spaces A and C b ecause they do not participate in S D . When the session S D is running within the address space B, it may attempt to transmit a reference designating the address space A to the address space D, violating the spatial constraint. In this case, the runtime system on the address space B raises an exception. 7

Owning to the synchronous nature of RPC, each RPC session contains only one activity . Although concurrency within an RPC session is not allow ed, we can obtain concurrency by executing multiple RPC sessions sim ultaneously . W e spawn some activities ahead of time and hav e each activity initiate RPC session. 3.2 Data-Sharing Seman tics In our execution mo del, a data of any type can b e shar e d by any activities that p ossess references to the data. If some data is required to b e shared by some address spaces, it is necessary only to duplicate a reference to the data and pass it to other address spaces. Although multiple activities run concurrently and migrate from one address space to another, the system guarantees the data-sharing semantics, in which a dereference op eration on a reference alwa ys returns the v alue assigned by the most r e c ent up date on the reference. As known well, the lac k of a consistent global clo ck in a distributed system makes it di�cult to determine which up date is the most recen t. T o solve this problem, we extensively exploit the prop erties of RPC session. Since remote references are e�ective only within RPC session, the op erations on shared data are all p erformed within RPC session. If the e�ect of executing RPC sessions in an interlea v ed fashion is equiv alen t to executing them serial ly in some order, we can decide the order of dereferences and assignmen ts on remote references. As describ ed in Section 5.1, the inter-session proto col guarantees the serializability of RPC sessions. Within each RPC session, the intr a-session proto col k eeps track of the corresp ondence b et w een a reference and the up-to-date v alue designated b y the reference and guarantees the data-sharing semantics within the RPC session. In Fig. 2, if the data X on the address space B is up dated b y tw o RPC sessions in an interlea v ed fashion, the inter-session proto col serializes the up dates and schedules the tw o RPC sessions S A and S D either in the order S A , S D or in the order S D , S A . Within each RPC session, the coherency of caches is maintained. The data X instantiated at the address space B is cached to the other address spaces. The three cac hes on the participan ts of S A (the address spaces A, B, and C) are made coherent by the intra-session proto col, when the RPC session S A is running, whereas the t w o caches on the participants of S D (B and D) are made coherent when S D is running. 4 Basic Mechanism of the VM-In tegrated RPC This section describ es the mechanism of the VM-integrated RPC, which is an e�cient implementation of RPC session and its sharing semantics describ ed in Section 3. As mentioned in Section 2.3, the VM- integrated RPC has t w o adv an tages ov er the conv en tional RPCs. One is that it eliminates presence tests by extensively using Paul Wilson’s \p oin ter swizzling at page fault time" technique [38, 39]. And the other is that it uses the adaptive cac hing scheme that combines the merits of b oth the lazy and eager caching schemes. Section 4.1 describ es the basic mechanism of the VM-integrated RPC. Section 4.2 presents the treatment of aliasing and cyclic data structures. Section 4.3 explains the wa y the adaptive caching scheme is incorp orated in to the VM-integrated RPC, and Section 4.4 describ es some prop erties of the VM-integrated RPC. 4.1 Basic Mec hanism F or transparency at the instruction-co de level, Trap represents even a remote reference as an ordinary virtual address. Since a virtual address b ecomes meaningless outside an address space, b efore a reference is transferred it must b e conv erted into a universal ID (UID) v alid in the entire distributed system. A UID comprises three comp onents: an address space ID, an address v alid in that address space, and a type ID of the referenced data. An address space ID indicates the birthplac e of the referenced data. The actual implementation of an address space ID dep ends on the transp ort lay er of the underlying communication system. Our implementation built on Unix and TCP/IP uses a pair consisting of an IP address and a p ort num ber. As describ ed later in this subsection 4.1, a type ID is required to preserve data t yp es in heterogeneous environmen ts. W e assume that the system can obtain the type ID of an actual data structure from a Trap name server. The conv ersion from a UID to a virtual address is called 8

Figure 3: Just after the three references X, Y, and Z are swizzled at the receiver. The references are transferred in the form of UIDs. The receiver swizzles the transferred UIDs b y allo cating empty protected areas. swizzling , and the con v ersion of a virtual address to a UID is called unswizzling . These terminologies are b orrow ed from p ersistent ob ject systems and p ersistent languages [29, 9, 35]. When a reference is passed as RPC argument or returned as a result, the reference is transmitted from one address space to another. On the transfer of a reference, it is unswizzled into a corresp onding UID so as to identify the referenced data in the entire system. UIDs can b e regarded as a canonical representation of virtual addresses and app ear only in netw ork messages. Receiving a UID, the receiver tries to swizzle the received UID. But how do es the receiver swizzle the UID in to a virtual address? No virtual addresses at the receiver can refer to the referenced data directly at this p oin t b ecause the referenced data resides only in the sender’s address space. T o resolve the issue, we apply Wilson’s \p ointer swizzling at page fault time" technique. The runtime system allo cates a pr ote cte d area in a memory page (or pages) which the MMU protects from read and write accesses. The size of the allo cated area is the same as that of the referenced data, whose size can b e obtained from the type ID embedded in the received UID. The UID is swizzled into the address of this allo cated area. Note that this area is empty at this p oint; the actual data wil l b e copied to the lo cation later when necessary . Figure 3 illustrates this situation. Three references X, Y, and Z are transferred from the sender to the receiver. At the receiv er three empty areas are allo cated resp ectively for each data in tw o protected pages. As shown in the �gure, one protected page can contain multiple remote data, and a data can cross page b oundaries. The �rst attempt to access data allo cated in a protected page is detected by the MMU and at that time an access-violation exception is raised. The op erating system kernel is informed a priori that the runtime system handles this exception. This functionality is usually supp orted in many mo dern op erating systems such as Mach, Lin ux, F reeBSD, and Solaris. Catching this exception, the runtime system determines the lo cation at whic h the exception was raised, fetches the accessed data, and releases the access protection of the page. At this time, only the read access is p ermitted to detect a write access afterwards. Then the computation pro ceeds normally . Note that all the data allo cated in the same page must b e fetched b ecause the subsequen t accesses to the page cannot b e detected after the page protection is released. T o fetch all the data within a page, we need a UID to ha v e a type ID. If those data refer to one another, we can determine all data types from the type of a ro ot data. In our system, how ev er, since some data in a page may ha v e nothing to do with each other, we ma y b e unable to determine their type IDs. In Fig. 4, the MMU hardware detects the �rst attempt to access page #5. Then the data Y 9

Figure 4: Just after the detection of the �rst attempt to access the data Z. The MMU hardware detects the attempt. Then the data Z and data Y are transferred to the receiver. and Z, which reside on page #5, are fetched from the sender’s address space. 4.2 T reatmen t of Aliasing and Cyclic Structures The mechanism describ ed ab ov e works well even if tw o references b y c hance designate the same data. The Trap run time system manages all the data that ma y b e referenced from remote address spaces. The runtime system maintains a data al lo c ation table (DA T) whic h records some attributes of every data under Trap ’s control. Each entry of a table consists of four elements: a page num ber on which the data is allo cated, an o�set within that page, a UID of the data, and a hot lo c ation . A hot lo cation is an address space from which the up-to-date data is av ailable. The details of a hot lo cation are describ ed in Section 5.2. In the example shown in Fig. 4, the receiver’s DA T would b e like T able 3. When a reference to the data Z is dereferenced at the receiver, the runtime system lo oks up its DA T and infers that the data Y crosses a page b oundary b ecause the o�set Y plus the size of the data Y is greater than the page size. Then the data Y and data Z are fetched from the sender’s address space. page # o�set UID Hot lo cation 4 o�set X X A 4 o�set Y Y A 5 o�set Z Z A T able 3: Data allo cation table at the address space B (receiver). By lo oking up a DA T, the runtime system handles aliases and cyclic data structures correctly . When a receiver swizzles a UID, it searches for a corresp onding entry in the receiver’s DA T. If the entry is found, the UID is swizzled into the corresp onding virtual address. If not found, the technique describ ed in Section 4.1 is used to swizzle the UID. When t w o references refer to the same data, their UIDs are identical, so we surely swizzle them in to the same virtual address. Consequently , our system maintains aliases and cycles to preserve logical relations b etw een data across the b oundaries of address spaces. 10

4.3 Incorp oration of the Adaptive Cac hing Sc heme When transmitting a reference or fetching a remote data, the Trap runtime system transfers a set of data: a subset of the transitive closure of the transmitted reference or data. There are many algorithms that take a subset of a transitive closure, and b y default Trap tak es a certain depth of a transitive closure in the breadth-�rst manner. Application programmers can change the depth b y sp ecifying a closur e size parameter that b ounds the amount of a transferred closure. The lazy caching scheme is equiv alen t to setting the closure size parameter to zero, and the eager caching scheme is equiv alen t to setting the parameter to in�nity . F urthermore, application programmers can replace the default algorithm with their o wn algorithms for each of the data types. The routines that marshal and unmarshal a closure (which is called pickling ) according to logical data types are generated by a language prepro cessor. The details of these routines are describ ed in Section 6.3. On the transfer of a data, the internal representations of the data are enco ded and deco ded to preserve their types in heterogeneous environmen ts. Except when enco ding and deco ding references, we can use the well-kno wn metho ds. References embedded in the transferred data, how ev er, m ust b e unswizzled (enco ded) and swizzled (deco ded). 4.4 Discussion The ov erhead of pic kling is often p oin ted out as the p erformance b ottleneck of RPC. This ov erhead, how ev er, is a necessary cost of preserving the autonomy of address spaces. If the autonom y is not needed and hardware homogeneit y can b e assumed, we can eliminate this o v erhead by transferring a physical image of a virtual memory page without conv ersions. This is the approach most DSM systems take. F rom the standp oint of the VM-integrated RPC, DSM systems are optimized by assuming hardware homogeneity and so on. F rom the standp oint of DSM systems, our VM-in tegrated RPC makes fewer assumptions, but do es so at some cost. Although most DSM systems assume hardware homogeneity , there hav e b een some research devoted to the dev elopmen t of a heter o gene ous DSM that allo ws pro cessor architectures to b e heterogeneous. The DSM’s nature of sharing a single address space requires every data comp onent to b e aligned at the same address on all the heterogeneous machines, but heterogeneous pro cessors enforce di�erent alignment requirements. T o ov ercome this problem, a heterogeneous DSM called Mermaid [41] inserts dummy elements so as to force each data comp onent to b e aligned at the same address on all the machines. All the compilers must therefore b e altered to use the same data lay out, and all applications must b e recompiled by an altered compiler. Moreov er, these pro cedures must b e rep eated every time either a new compiler or a machine with a new architecture is added to the system. Consequen tly , as p ointed out b y Stumm and Zhou [37], heterogeneous DSMs do not scale to actual heterogeneous environmen ts. 5 Implemen tation of Data-Sharing Semantics Our semantics of remote references describ ed in Section 3.2 requires the runtime system to serialize multiple RPC sessions. In Section 5.1, we describ e the inter-session proto col that do es this. Since our mechanism creates multiple caches of the same data, the runtime system also maintains the coherency b etw een the original data and its caches. Section 5.2 describ es the intr a-session proto col maintaining the coherency of multiple caches. 5.1 In ter-Session Proto col for Serialization T o serialize multiple RPC sessions, we can use proto cols developed for distributed transactions. Many algorithms for implementing distributed transactions hav e b een already prop osed and it is inherently p os- sible to incorp orate any of those algorithms into the VM-in tegrated RPC. Which proto col is appropriate, how ev er, dep ends on the characteristics of the applications. In co op erative autonomous systems, each activity is usually running indep endently of the others and accesses to shared data are restricted to the p erio d during whic h pro cesses co op erate with each other. Thus it is exp ected that there is little interfer- ence b etw een RPC sessions. W e therefore use an optimistic proto col to serialize RPC sessions. W e refer 11

Figure 5: RPC session S A up dates pages #1 and #2 and creates a cache of the remote data X on page #3. A backup of pages #1 and #2 are made on the copy-on-write basis. to the proto col used in our implementation as the inter-session proto col. Owing to the serializability of RPC sessions, concurrency is controlled prop erly . In optimistic concurrency con trol techniques, no chec king is done while an RPC session is execut- ing [15]. In order to allo w this, up dates in an RPC session are not applied to original data un til the RPC session reaches its end. During RPC session execution, all up dates are done to a lo c al version of the data that is kept for the RPC session. At the end of RPC session a v alidation phase c hec ks whether an y of the up dates done in that session violate serializability . If serializability is not violated the lo cal version is written to the original data and is made accessible to other RPC sessions; otherwise, the RPC session is ab orted and restarted at a later time. Note that the inter-session proto col guarantees the at-most-onc e semantics of the RPC. If an RPC session fails to reac h its end, the runtime system ab orts the op erations p erformed by that session. T o implement an optimistic concurrency control, we had each RPC session keep its own lo cal version of data. T o create a lo cal version of data, it seems that it would b e su�cient to create a copy of memory pages for each RPC session on the copy-on-write basis. When an attempt to mo dify a page is made, the runtime system would then create a copy of the page and mo dify the copy . Unfortunately , this approach do es not work prop erly in our system. Since there may b e some references into the accessed page from outside the page, the lo cation (address) of the page cannot b e mov ed. In other words, the lo cation of the cop y must b e the same as that of original memory page. Our solution to this problem is as follows. When there is an attempt to mo dify a page, it is detected by the MMU and the run time system creates a b ackup of the clean (not mo di�ed) conten ts of the accessed page. After that, the memory protection of the accessed page is released and the accessed page itself is mo di�ed. While the mo di�ed page plays the role of a lo cal version, the backup of the clean conten ts plays the role of an original v ersion. When an active RPC session switches, the dirty (mo di�ed) page is copied into a bu�er for a lo cal version of the previously active session and the clean (not mo di�ed) conten ts of the page that hav e b een back ed up are loaded into the page’s lo cation. Th us the transient image of dirty pages is hidden from the newly activ ated RPC session, which observes clean image of the page. T o reduce the cost of creating lo cal versions, our implemen tation divides the data segment under our system control into tw o sections: one section is a group of pages on whic h only cac hed data is allo cated, and the other is a group of pages on which only original (not cached) data is allo cated. Although a lo cal version of original data is created in the fashion describ ed ab ov e, a lo cal version of cached data is created di�erently . In our implementation, the cached data itself is the lo cal version in each RPC session b ecause 12

Figure 6: The activ e session switches from S A to S B . The mo di�ed conten ts of pages #1 and #2 are copied to S A ’s lo cal bu�er, and the clean image of the pages is loaded from the bac kup. S B creates its own cache of the data X on page #4 on a p er-session basis. each RPC session creates a cache of the data on a p er-session basis. That is, eac h RPC session creates its own caches ev en if they are the caches of the same data; RPC sessions do not share any caches. Hence each RPC session has its o wn image of caches, and we can a v oid creating a lo cal v ersion of cached data explicitly . Figure 5 shows the situation where an RPC session S A is executing. The pages #1 and #2 are for original data, and the pages #3 and #4 are for caches. The RPC session S A creates a cache of the remote data X on page #3 and mo di�es pages #1 and #2. Before the mo di�cations, the clean image of these pages is back ed-up on a cop y-on-write basis. Figure 6 shows the situation where the active RPC session switc hes from S A to S B . The lo cal v ersion of S A is copied into S A ’s bu�er. Then the clean (not mo di�ed) conten ts of pages #1 and #2 are loaded from the backup. Thus the session S B need not observe S A ’s transien t image of pages #1 and #2. Session S B creates a cache of the remote data X on page #4. Although S A has already cached X , S B creates its own cache of the data X on a p er-session basis. Session S B up dates the cache, but S A ’s cache remains clean. Figure 7 shows the situation in which S A is in v ok ed again. In order for the computation executed by S A to b e resumed, S A ’s lo cal version is loaded to pages #1 and #2. The violation of the spatial constraint imp osed by the RPC session mo del is detected by the run time system. In the situation shown in Fig. 7, if S A attempts to transmit a reference to S B ’s cache, the runtime system can detect it b ecause the system fails to unswizzle the address of S B ’s cache; S A ’s data allo cation table has no entry for S B ’s cache. When a violation is detected, the runtime system raises a runtime exception. At the end of an RPC session, the mo di�ed data is written back to its birthplace. Then the v alidation phase chec ks whether other RPC sessions hav e up dated the memory pages the v alidating RPC session accessed. If and only if no up dates were p erformed, the RPC session is v alidated and the lo cal version of the session is written to the original lo cations. If the RPC session is not v alidated, it is rolled back by releasing its lo cal version. The inter-session proto col schedules RPC sessions in the order in which an RPC session that �nishes fastest is scheduled �rst. This proto col is simple, but do es not pay muc h attention to increasing the degree of concurrency . This design choice is based on the observ ation that in co op erative autonomous systems most RPC sessions run indep endently of each other. T o prev en t faulty RPC sessions from violating other sessions, we hav e an alternativ e to protect memory pages that should not b e read or mo di�ed by the currently active RPC session. In Fig. 7, for example, page #4 should b e protected to keep S A from accidentally up dating it. This implies a h uge 13

Figure 7: The RPC session S A is activ ated again. The lo cal version of S A is loaded to pages #1 and #2. ov erhead for changing page protections every time an active RPC session switches. If page protections are not changed, the p erformance b ecomes b etter but RPC sessions cannot survive a faulty RPC session. If applications are co ded in t yp e safe languages, these faulty accesses are statically chec k ed by compilers. Our current implementation do es not change page protections for b etter p erformance at the time of session switc hes. 5.2 In tra-Session Proto col for Data Coherency T o guarantee the data-sharing seman tics of references, the Trap system maintains the coherency b etw een the original data and its caches. Since each RPC session p ossesses its own lo cal v ersion of shared data, it is su�cien t to consider coherency inside each lo cal version b elonging to an RPC session; the coherency proto col guaran tees that the only activity running within an RPC session observes a v alue assigned by the most recent assignment within that RPC session. Our coherency proto col, called the intr a-session proto col, assures the data-sharing semantics within an RPC session. There are many alternative proto cols to assure data-sharing semantics. In principle, the intra-session proto col keeps trac k of the corresp ondence b etw een a reference and the up-to-date v alue of the data designated b y the reference. Which proto col is appropriate dep ends on the access pattern of applications. The working-set mo del [13] has b een widely used to analyze the lo cality of accesses. In our execution mo del, since there is only one activit y within an RPC session, the working-set mo del is e�ective. There are three phases in one RPC session: the hot phase, the tr ansition phase, and the c old phase. When an RPC session starts, all the up dated data will b e in the working-set. In this phase, up dated data will b e accessed even after migration of an activity since it is in the current working-set. W e call this phase the hot phase. As the computation pro ceeds, the working-set will b e changing. In this phase some data up dated in an RPC session will still b e in the working-set, but other up dated data might not b e. Since the working-set is in transition, we call this phase the tr ansition phase. After this transition phase the working-set completely changes. In this phase the current working-set contains data completely di�erent from the data in the previous working-set. W e call this phase the c old phase. There is an appropriate proto col for each phase. In the hot phase, when an activity migrates to a remote address space, all the data up dated within the RPC session should b e transferred to the remote address space together with the other RPC arguments, since the up dated data will b e accessed in that address space. W e refer to the mo di�ed data transferred together with RPC arguments as the up-to-date value set . This proto col that transfers the up-to-date v alue set is called the e ager c oher ency proto col since it transfers up-to-date v alues eagerly . In this proto col the size of the up-to-date v alue set increases 14 throughout an RPC session. In the transition phase the data up dated in the RPC session may or may not b e accessed in the remote address space. It w ould b e thus b etter to transfer an up date lo g that records the hot lo cation of the mo di�ed data (the address space from which the up-to-date v alue is av ailable) since the up date log is usually smaller than the up-to-date v alues themselves. W e refer to this proto col as the lazy c oher ency proto col. In this proto col all the data registered in the up date log is inv alidated at the remote address space. When an attempt to access inv alidated data is made, the up-to-date v alue of the data is fetched from its hot lo cation. Thus up-to-date v alues are transferred lazily . In this proto col the size of the up date-log increases throughout an RPC session. In the cold phase the data up dated in the RPC session is out of the current working set. It should b e written back to its birthplace b ecause it will not b e accessed at remote address spaces. Since up-to-date v alues are scattered all o v er the participants of the RPC session, this writing back often incurs a huge ov erhead. But once it is written back there is no need to carry around an up-to-date v alue set or an up date log, since up-to-date v alues are alw a ys av ailable from birthplaces. W e refer to this proto col as the write-b ack c oher ency proto col. After this proto col runs, all caches within the RPC session must b e inv alidated b ecause they might b e out of date. W e cannot reuse cached data after this proto col runs. F rom the ab ov e observ ation, the intra-session proto col com bines the eager coherency , the lazy co- herency , and the write-back coherency proto cols. As the computation pro ceeds, our implementation switches from the eager coherency proto col, to the lazy coherency proto col, and �nally to the write-back coherency proto col. Once the write-back coherency proto col is inv ok ed, the sizes of b oth the up-to-date v alue set and the up date log b ecome zero. Then we restart the eager coherency proto col. The timing of proto col switching dep ends on the size of the working-set. An application programmer gives the runtime system a hin t of the w orking-set size by sp ecifying tw o proto col parameters: the pr oto c ol e agerness pa- rameter and the pr oto c ol laziness parameter. The proto col eagerness parameter sp eci�es the maxim um size of an up-to-date v alue set, and the proto col laziness parameter determines the maximum size of an up date log. A compiler should determine these parameters by analyzing a source program, but this would b e di�cult. Our implemen tation uses the MMU hardw are again to detect an up date op eration on shared data. When an up date is detected by the MMU, the runtime system identi�es the page on which the up date is detected. Then the page protection is released so that the computation pro ceeds normally . The runtime system maintains a linked list of dirty (mo di�ed) pages in LIFO order. This linked list is used to determine the approximate order of up dates; a page mo di�ed more recently is linked ahead. When an activity attempts to migrate to another address space, this linked list is examined from the head to the tail in order to create an up-to-date v alue set and an up date log. An up-to-date v alue set is created by marshaling the data on the pages registered in the link into a netw ork message, until the total size of the marshaled data reaches the proto col eagerness parameter. When the total size of marshaled data reaches the proto col eagerness parameter, an up date log is created for the rest of the data on the pages registered in the list until the size of the up date log reaches the proto col laziness parameter. When the size of the up date log reaches the proto col laziness parameter, the write-back coherency proto col is inv ok ed to write all the mo di�ed data to its birthplace. The system multicasts a message to all the session participan ts in order to direct them to write back the up-to-date v alues. On the receipt of a netw ork message, the runtime system deco des the data in the up-to-date v alue set in the message. If remote references are embedded in the v alues, they are deco ded (swizzled) as describ ed in Section 4.1. The memory pages on which the data registered in the up date log resides are made unaccessible by protecting those pages. The hot lo cation column of the DA T describ ed in Section 4.2 is mo di�ed to the hot lo cations registered in the up date log. When an attempt to access one of those unaccessible pages is made, a page fault o ccurs and the up-to-date v alues are transferred from the hot lo cations in the wa y describ ed in Section 4. When an RPC session reaches its end, the write- back coherency proto col alwa ys runs to write bac k all the up-to-date v alues to their birthplaces. Then the runtime system disp oses of all the caches created during the RPC session, since remote references (references to caches) are not v alid outside RPC sessions. 15

6 Language Prepro cessing T o provide higher transparency for application programmers, Trap co op erates with language prepro ces- sors as con v en tional RPC systems do. A language prepro cessor generates stubs that conceal communica- tion details, although the runtime mechanism itself is language-neutral. The only assumption the Trap runtime system makes is that the fron t-end language is statically typed so that stubs can b e emitted statically . The currently provided prepro cessor translates Trap-C , our extension of ANSI/C, into the corresp onding C co de with requisite stubs. Other statically typed languages such as C++ and Jav a can b e used as a front-end language. T o explain the interface o�ered to application programmers, Section 6.1 presents some sample co des in Trap-C . One notable feature of Trap-C is that it enables even \function" p ointers to b e passed as RPC argumen ts. Remote function p ointers are primarily handled by a language prepro cessor, while references to ordinary data are treated by the runtime system. Section 6.2 explains the algorithm used to generate stubs capable of passing remote function p oin ters. A second notable feature of Trap-C is that it allo ws application programmers to customize an algorithm to pickle a data structure for netw ork transfer. W e refer to a mo dule that implements this algorithm as a pickling mo dule . A pickling mo dule is quite signi�cant in the adaptive caching scheme, since it controls the eagerness of the adaptiv e caching scheme; that is, it determines the \shap e" of a closure that is eagerly transferred to a remote address space. Section 6.3 presents an example of a customized pickling mo dule. 6.1 Ov erview of Trap-C The extensions of Trap-C are six keyw ords: import , export , trap session , trap new , trap delete , and remote . The keyw ord import declares a function to b e imp orted and the keyw ord export to b e ex- p orted. The primitive trap session() declares an RPC session (the co de enclosed in trap session() ). In the follo wing, the function insert node() is imp orted and the function traverse node() is exp orted. 1: typedef struct _tree_t { 2: int key; 3: struct _tree_t *left, *right; 4: } node_t; 5: import tree_t* insert_node(tree_t*); / * imp ort a pr o c e dur e * / 6: export tree_t* traverse_node(tree_t*); / * exp ort a pr o c e dur e * / 7: ... 8: trap_session(){ / * de clar e an RPC session * / 9: tree_t* node = trap_new tree_t; / * al lo c ate a data * / 10: insert_node(node); / * r emote c al l * / 11: trap_delete(node); / * r e claim the data * / 12: } The binding b etw een imp orted and exp orted functions is outside the scop e of the present pap er. In our implementation, the lo cations of exp orted functions are a v ailable from a sp eci�c �le or from a Trap name server. The bindings are resolved in the three stages: compile-time, startup-time, and run-time. If an imp orted function is not resolved at the compile-time, the binding is deferred until the startup-time. If the function is still not resolved at the startup-time, the binding is further deferred until there is an attempt to inv ok e the imp orted function. If the binding cannot b e resolved at that time, a runtime exception is inv ok ed. The primitiv e trap new allo cates data within a data segment managed by Trap . F or data in the Trap ’s data segment to b e reclaimed, the primitive trap delete is provided. If we wan t to preven t some sp eci�c data from b eing remotely referenced, we simply allo cate the data in a usual data segment rather than in the Trap ’s data segment. The keyw ord remote is used to declare a remote \function" p ointer. The details of remote function p ointers are describ ed in Section 6.2. The Trap-C prepro cessor translates these keyw ords in to normal C co de and generates requisite stubs. After the translation, the back-end compiler (a usual C compiler suc h as gcc ) compiles the translated co de and stubs, and links them with the Trap runtime library to emit executables. 6.2 Stub Generation and Remote F unction P oin ters The Trap-C translator generates stubs for imp orted or exp orted pro cedures. In the follo wing, t w o pro cedures tree lookup() and tree traverse() are imp orted. 16

1: / * imp ort pr o c e dur es * / 2: import int tree_lookup(tree_t* tree, int key); 3: import int tree_traverse(tree_t* tree, int num_of_hops); The Trap-C translator generates caller stubs as shown b elow. At line 4, get locator() lo oks up a table that records the binding of imp orted pro cedures and their physical lo cations. If a corresp onding entry is not found in the table, the runtime system inquires of the Trap name serv er which address space exp orts the target pro cedure. The v alue locator returned by get locator() contains su�cient information to lo cate a remote pro cedure: (1) an identi�er of the address space exp orting the remote pro cedure, (2) an address of the callee stub, and (3) an address of the pro cedure b o dy . In this example, b oth stubs inv ok e the pro cedure tree int to int() which is generated b y the Trap-C translator. The pro cedure tree int to int() marshals the arguments, inv ok es the remote pro cedure sp eci�ed by the lo cator, and unmarshals the results. The pro cedure tree int to int() is a generic caller stub in the sense that it can op erate on all pro cedures of the type tr e e t * � int ! int . 1: / * a c al ler stub of tr e e lo okup() * / 2: int tree_lookup(tree_t* tree, int key){ 3: / * get the lo c ation * / 4: function_locator_t locator = get_locator("tree_lookup"); 5: return tree_int_to_int(locator, tree, key); 6: } 7: / * a c al ler stub of tr e e tr averse() * / 8: int tree_traverse(tree_t* tree, int key){ 9: function_locator_t locator = get_locator("tree_traverse"); 10: return tree_int_to_int(locator, tree, key); 11: } The co de of tree int to int() is shown b elow. At line 5, the pro cedure marshal intra() marshals additional data for the intra-session proto col, such as an up-to-date v alue set and an up date log. In the next line, a closure of the passed tree is created by a pickling mo dule indicated by pickle tree() . Then an integer argument is marshaled, an RPC is inv ok ed, and the result is unmarshaled. The pro cedure unmarshal intra() unmarshals the additional data for the intra-session proto col. 1: / * generic c al ler stub of tr e e t * � int ! int * / 2: int tree_int_to_int(function_locator_t locator, tree_t* tree, int key){ 3: message_buffer_t args, results; 4: / * marshal data for the intr a-session pr oto c ol * / 5: marshal_intra(&args); 6: (*pickle_tree)(tree, &args); / * marshal a tr e e * / 7: int_encode(key, &args); / * marshal an inte ger * / 8: remote_call(locator, &args, &results); / * invoke an RPC * / 9: int_decode(&r, &results); / * unmarshal an inte ger * / 10: / * unmarshal data for the intr a-session pr oto c ol * / 11: unmarshal_intra(&results); 12: return r; 13: } T o exp ort the pro cedures tree lookup() and tree traverse() , the server program declares them to b e exp orted as follows. The Trap-C translator generates for these pro cedures a generic c al le e stub that unmarshals the arguments, inv ok es the target pro cedure, and marshals the results. 1: / * exp orting pr o c e dur es * / 2: export int tree_lookup(tree_t* tree, int key); 3: export int tree_traverse(tree_t* tree, int num_of_hops); 1: / * generic c al le e stub * / 2: void tree_int_to_int(function_locator_t locator, message_buffer_t* args){ 3: message_buffer_t results; 4: tree_decode(&tree, &args); / * unmarshal a tr e e * / 5: int_decode(&key, &args); / * unmarshal an inte ger * / 6: unmarshal_intra(&args); 7: / * invoke the function b o dy * / 8: r = (*(int(*)(tree_t*,int))locator.function_body)(tree, key); 17

9: marshal_intra(&results); 10: int_encode(r, &results); / * marshal the r eturn value * / 11: remote_return(&results); / * r eturn fr om RPC * / 12: } T o use a remote \function" p ointer, an application programmer must qualify a t yp e declaration of a function p ointer with remote quali�er. The translator handles remote function p ointers. In the following co de, a function f is declared to b e a remote p oin ter to a function of the type tr e e t * � int ! int . The function f is initialized to indicate a remote function b y receiving a function p ointer as a result of a remote pro cedure call. T o inv ok e a remote function through a remote function p ointer, we can use the same syn tax that is used with the lo cal calls. 1: int (*remote f)(tree_t*, int); / * de clar e a r emote function p ointer * / 2: / * c al l a r emote pr o c e dur e that r eturns a function p ointer * / 3: f = get_remote_function(); 4: x = (*f)(root, 123); / * invoke the r emote function * / The Trap-C translates the ab ov e co de into the following co de. The translator generates a generic caller stub for the pro cedures of the type tr e e t * � int ! int . Then it translates the declaration of f into a co de that declares a p ointer to a function lo cator. Sp eci�cally , a remote function p ointer is represented by a p ointer to a function lo cator that lo cates a referenced function. T o make it p ossible to transmit a function p oin ter, the p ointer is enco ded in to a corresp onding function lo cator. Then the translator conv erts an in v ocation of a remote function through a p ointer in to an explicit in v ocation of a corresp onding generic caller stub. Since f indicates a function lo cator that lo cates the function referenced by f , the generic caller stub uses *f as a function lo cator. This translation algorithm is based on an algorithm presen ted by Ohori and Kato [32]. Their translation algorithm is p o w erful in the sense that it can handle p olymorphic higher-order functions. W e use the monomorphic p ortion of their algorithm. 1: / * generic c al ler stub * / 2: int tree_int_to_int(function_locator_t locator, tree_t* tree, int key){ 3: / * same as the pr evious example * / 4: } 5: / * tr anslate d c o de * / 6: function_locator_t* f; / * f denotes a function lo c ator * / 7: f = get_remote_function(); / * not change d * / 8: / * explicit c al l to the generic stub * / 9: x = tree_int_to_int(*f, tree, 123); The generic callee and the caller stubs of the pro cedure get remote function() op erate as follows. In the callee stub, a function p oin ter is con v erted into a corresp onding function lo cator and then marshaled into a netw ork message. In the caller stub, the received function lo cator is deco ded and a p ointer to the deco ded function lo cator is returned. 1: / * generic c al le e stub * / 2: typedef int (*func_t)(tree_t*, int); 3: void void_to_func(function_locator_t locator){ 4: func_t r; 5: r = (*(func_t(*)())locator.function_body)(); 6: / * r is c onverte d into a function lo c ator in function enc o de() * / 7: function_encode(&r, &results); 8: remote_return(&results); 9: } 1: / * generic c al ler stub * / 2: function_locator_t* void_to_func(function_locator_t locator){ 3: function_locator_t* r; 4: remote_call(locator, NULL, &results); 5: / * r is assigne d a p ointer to a function lo c ator that sp e ci�es the tar get * / 6: function_decode(&r, &results); 7: return r; 8: } 18

6.3 Customizable Pic kling Mo dule As describ ed in Section 4.3, a pic kling mo dule pla ys a signi�cant role in the adaptive cac hing scheme of Trap , since it determines to what extent the transitive closure of a reference is transferred eagerly . The default pickling mo dule creates a certain depth of a transitive closure in the breadth-�rst manner. Application programmers can change the depth by sp ecifying a closur e size parameter that b ounds the amount of a transferred closure. In addition, they can replace the mo dule with their own to customize an algorithm to make a closure. An application programmer who knows the access pattern of a serv er pro cess can customize the mo dule according to the access pattern. F or example, if the serv er is known to trav erse the transmitted closure in the depth-�rst manner rather than in the breadth-�rst manner, the pic kling mo dule can b e customized to create a closure in the depth-�rst manner. There are tw o op erations on a reference to create a closure transitive from a giv en reference. The �rst op eration is to marshal data referred to by the given reference. The second op eration is to obtain a set of references directly transitive from the given reference. T o sp ecify a trav erse algorithm, we determine the order in which a reference is tra v ersed and which referenced data is marshaled. In the pre-order trav erse, we �rst marshal the referenced data and then trav erse the reference. In the p ost-order trav erse, we �rst trav erse the reference and then marshal the referenced data. In our implementation, a pickling mo dule determines the order of marshaling and trav ersing references. In the following, we show an example that creates a closure of a binary tree in the depth-�rst manner. F or ease of understanding, this example is simpli�ed. As describ ed in Section 7.1, w e hav e implemented several pickling mo dules to con�rm the interface of our design. 1: void depth_first(tree_t* tree, message_buffer_t* buf){ 2: if(reference_check(tree)){ / * che ck validity of r efer enc e * / 3: tree_marshal(tree, buf); / * marshal a no de * / 4: / * r e cursively marshal child no des * / 5: depth_first(node->left, buf); 6: depth_first(node->right, buf); 7: } 8: } In depth first() , the v alidit y of a reference is chec k ed at �rst by calling reference check() . The reference check() returns false if a reference is null or refers to in v alid data, such as an empty cac he or inv alidated data. The reference check() also chec ks whether the referenced data is already marshaled into a message. If it is, it returns false to keep the system from falling into an in�nite lo op when marshaling a cyclic structure. It also returns false if the size of the data already marshaled exceeds the closure size parameter. In depth first() , if the reference is v alid, the referenced no de is marshaled and the child no des are recursively marshaled. Application programmers with little kno wledge of the internals of the Trap runtime system can customize a pickling mo dule by using the library provided by the Trap runtime system. 7 Exp erimen ts T o study the p erformance of the VM-integrated RPC, w e implemented our prototype Trap system on Sun Sparc workstations and PCs. The workstations were equipp ed with UltraSP AR C (200MHz) pro ces- sors and 160 Mb ytes of main memories, and they were running Solaris 2.5.1. The PCs were equipp ed with Intel Pen tiumII (300MHz) pro cessors and 128 Mbytes of main memories, and they to o w ere running Solaris 2.5.1. Our implementation do es not use any system calls sp eci�c to Solaris, so it will b e able to b e p orted to other op erating systems. UltraSP AR C and Pen tiumII pro cessors use di�erent data formats. F or example, UltraSP AR C pro cessors use a big-endian representation, whereas Pen tiumII pro cessors use a little-endian representation. In UltraSP AR C, w ord accesses must b e aligned on a 4-byte b oundary , whereas Pen tiumII do es not. The size of virtual memory page of UltraSP AR C is 8 Kbyte, whereas that of Pen tiumI I is 4 Kbyte. These machines are connected together by 10Mbps Ethernet. TCP/IP is used as a transp ort lay er proto col. Our implementation conv erts data representations according to target architectures. As a canonical data representation, we used the XDR (eXternal Data Representation). The Trap-C translator uses gcc (version 2.7.2) as the back-end C compiler. 19

W e p erformed some exp erimen ts using the Trap system. It employs the adaptive caching scheme and allows the customization of pickling mo dules. Section 7.1 compares our adaptive caching sc heme with the other schemes describ ed in Section 2. Section 7.2 sho ws that the ov erhead of presence tests is not negligible in computation-b ound b enchmarks. Section 7.3 examines the p erformance of the intra-session proto col, and Section 7.4 estimates the ov erhead of the inter-session proto col. 7.1 Comparison of Alternative Caching Schemes T o mo del data structures for representing shared information, our exp eriments used a collection of 16 clusters of ob jects, each cluster having exactly tw o connections to other clusters (w e arranged for all clusters to b e connected). Each cluster w as indexed by an integer from 0 through 15 and comprised 64 inter-connected ob jects, each comp osed of 28 integers and 4 references to ob jects within the same cluster. Each cluster is 8 Kbytes in size, so the total size of the collection of the clusters was 128 Kbytes. 7.1.1 Comparison of caching schemes T o compare the VM-integrated RPC with the other caching schemes, we measured the p erformance of a communication-bound b enchmark in which the data structure describ ed ab ov e was r emotely trav ersed. In this exp erimen tal sub ject, a client generates a collection of the clusters and passes to a server a reference to the cluster of index 0. Then the server r emotely visits all the ob jects within the cluster of index 0, then visits the ob jects within the cluster of index 1, and so on. W e v aried the n um ber of visited clusters and measured the elapsed time at the clien t for visiting the clusters. scheme description callback The callback scheme. Every dereference of a remote reference requires a callbac k. lazy caching The lazy caching scheme. Remote data are cached lazily or on demand. eager caching The eager caching scheme. The entire collection (128 Kbytes in size) of clusters is alwa ys transferred and cached at once by the server. breadth-�rst caching Our adaptive cac hing sc heme. A transferred closure is taken in the breadth-�rst manner. The closure size parameter is set to 16 Kbytes. This pickling-module is not conscious of clustering; it follows a reference to a cluster other than the cluster of interest. cluster-sensitive caching Our adaptive caching sc heme. The pickling mo dule is customized to b e a w are of clustering; it is tailored to marshal the ob jects only within the cluster of interest. The closure size parameter is set to 16 Kbytes. optimal caching Our scheme. This scheme is optimal in the sense that it is tailored to transfer at once all the ob jects visited by the server. T able 4: Caching schemes compared in the exp eriment. In this exp eriment, we compared the callback scheme, the lazy caching scheme, the eager caching scheme, and our adaptive caching scheme. In the adaptive caching scheme we customized a pickling mo dule, and in this exp eriment we used three pickling mo dules: (1) the default pickling mo dule, (2) a cluster-sensitive pickling mo dule, and (3) an optimal pickling mo dule. The �rst default pickling mo dule created a transferred closure in the breadth-�rst manner. The closure size parameter, which b ounds the maximum size of the transferred closure, was set to 16 Kbytes. Although the server pro cess visited each cluster in sequence, the default pickling mo dule was not aw are of clustering and transferred ob jects outside the cluster of interest. The cluster-sensitiv e pickling mo dule, on the other hand, was conscious of clustering and marshaled ev ery ob ject within eac h cluster. In this exp eriment, since the closure size parameter was set to 16 Kb ytes, tw o clusters were transferred at once (each cluster is 8 Kbytes in size). The optimal pic kling mo dule was optimal in the sense that it was tailored to transfer at once all the ob jects that the server actually visited. The p erformance of this optimal pickling mo dule sho ws the b est p ossible p erformance of our current implementation. 20

T able 4 summarizes the caching schemes used in the exp erimen t, and Fig. 8 shows the exp erimental results. Figure 8 (a) sho ws the elapsed time. The callback and the lazy caching schemes are apparently uncomp etitive with the other schemes. Since each ob ject is visited just once in this exp erimen t, the caching e�ect of the lazy caching scheme is p o or. Figure 8 (b) shows the amount of netw ork data transfer, and Figure 8 (c) shows the num ber of netw ork communications. In the case of the lazy cac hing scheme, the amount of net w ork data transfer was not large, but the increased num ber of netw ork communication degraded the p erformance. Although b oth the lazy caching and the optimal schemes transfer only the ob jects visited by the server, the lazy caching scheme transfers more net w ork messages than the optimal scheme do es. This is b ecause the lazy caching scheme requires additional messages to request the clien t to transfer the accessed ob ject. (a) elapsed time (msec) (b) amount of messages (Kbyte) (c) num ber of messages Figure 8: Comparison of alternativ e cac hing sc hemes. The server program r emotely trav erses a collection of clusters created at the client side. X-axes show the num ber of visited clusters. Y-axes show the elapsed time, the amount of data transfer, and the num ber of netw ork communications. The eager caching scheme shows almost constant time since it replicates all the clusters at once. When the num ber of visited clusters is small, this scheme shows p o or p erformance, but its p erformance b ecomes b etter as the num ber of visited clusters increases. Figure 8 (a) sho ws that when more than eight clusters are visited the eager caching scheme p erforms b etter than our breadth-�rst and cluster-sensitive schemes do. This do es not, how ev er, mean that our schemes are not appropriate for these cases: we can obtain the p erformance of the eager caching scheme simply by setting the closure-size parameter to in�nity . Comparing the breadth-�rst and the cluster-sensitive schemes, w e see that the cluster-sensitive scheme reduces b oth the amount of data transfer and the num ber of netw ork communications. This is due to the customization of a pickling mo dule. This customization improv es p erformance by 20 to 50 p ercent. The optimal scheme shows the b est p erformance since the pickling mo dule \knows" the access pattern of the server. 21

7.1.2 E�ect of customizing pickling mo dules T o ev aluate the e�ect of customizing pic kling mo dules, we examined the p erformance of the breadth- �rst, the cluster-sensitive, and the optimal pickling mo dules. In this exp erimen t w e c hanged closure size parameters and measured the p erformances of the three pickling mo dules. In this exp eriment, tw o clusters were remotely visited in the same wa y as the previous exp eriment. The closure size parameters in the breadth-�rst and cluster-sensitive schemes were set to 4, 8, 16, 32, 64, and 128 Kbytes. In the optimal pic kling mo dule, the closure size parameter is meaningless since this mo dule alwa ys transfers the precise subset of the transitive closure. Figure 9 shows the results. X-axes show the closure-size parameter in the logarithmic scale and Y-axes show the elapsed time in milliseconds, the amount of data transfer, and the num ber of netw ork messages. The line of the optimal mo dule in the �gure indicates the b est p erformance (although the closure size parameter is meaningless in the optimal pickling mo dule). In Figure 9 (a), b oth the breadth-�rst and the cluster-sensitive pickling mo dules show the b est p erformance when the closure size parameter is 16 Kbytes. This is reasonable, since the total size of the visited clusters in this exp eriment is 16 Kb yte (t w o 8-Kbyte clusters). Comparing the breadth-�rst and the cluster-sensitiv e pickling mo dules, we see that the cluster-sensitive mo dule shows b etter p erformance in many cases. F rom Figs. 9 (b) and 9 (c), we can see that the closure-sensitive mo dule reduces b oth the amount of data transfer and the num ber of netw ork communications. This is due to the fact that the cluster-sensitive mo dule w as tailored to the access pattern of the server program. (a) elapsed time (msec) (b) amount of messages (Kbyte) (c) num ber of messages Figure 9: E�ect of customizing pickling mo dules. Two clusters are remotely visited using the breadth- �rst, the cluster-sensitive, and the optimal pic kling mo dules. X-axes sho w the closure-size parameter on logarithmic scales. Y-axes sho w the elapsed time, the amount of data transfer, and the num ber of netw ork communications. 7.1.3 Pic kling ov erhead When transmitting a data structure, our implementation of the VM-in tegrated RPC pic kles the data structure in order to maintain the autonomy of co op erating pro cesses. This pickling cost is frequently p ointed out as a crucial drawbac k of RPC. In the following exp eriment, we examined the ratio of the 22

Figure 10: Cost of pickling and communication. pickling cost to that of netw ork communication. W e used the same data structure in the previous exp eri- ments, v aried the num ber of transferred clusters, and measured the pickling time and the communication time. W e can see from Fig. 10 that the time needed for pickling is ab out 10% of the total communication time regardless of the num ber of transferred clusters. Since the num ber of netw ork communications can b e reduced if pickling mo dules are prop erly customized, the pic kling cost would not muc h degrade appli- cation p erformance. If the bandwidth of netw orks is larger than that of the netw ork we used (10Mbps Ethernet), the ratio of the pic kling cost will rise and may b ecome the p erformance b ottleneck, but if communicating pro cesses hav e the same architecture, we can reduce the pickling cost by omitting the conv ersion of data representations. 7.2 Comparison of Presence T est Sc hemes As describ ed in Section 2.1, the p erformance of computation-b ound applications is limited by the cost of presence tests. Conv en tional implementations of remote references require presence tests to distinguish remote references from lo cal references. In the VM-integrated RPC, since the MMU hardware detects an attempt to derefer a remote reference without softw are interv en tion, the cost of presence test is nothing (apart from the ov erhead due to a page fault). In the follo wing exp eriment, w e compared the VM-in tegrated RPC with the softw are-based presence tests: the tagged reference approac h and the proxy-o v erla y approach. As mentioned in Section 2.2, the tagged reference approach tags remote references to distinguish them from lo cal references. In the proxy-o v erla y approac h, a proxy detects the �rst inv ocation on the proxy and ov erla ys itself with the target remote ob ject. The proxy-o v erla y approach needs a metho d to b e inv ok ed indirectly through a metho d table so as to replace the co de of metho ds. VM-integrated RPC tagged reference pro xy overlay elapsed time (sec) 1.82 2.46 2.23 ratio 1.00 1.35 1.23 T able 5: Comparison of the ov erheads of presence tests. In this exp eriment we used the same data structure used in the previous exp erimen t and measured the time needed to trav erse all the clusters with all the ob jects visited within eac h cluster. T o emulate computation-b ound applications, w e cac hed all the clusters b efore the measuremen t. In measuring the ov erhead of presence tests, we rep eated the trav erse 10,000 times. In the tagged reference approac h, the co de for tag chec king was inserted by hand. In the proxy-o v erla y approach, a metho d that trav erses an ob ject was in v ok ed indirectly through a metho d table. 23

The times measured on a PC (Pen tiumII, 300MHz) are listed in T able 5. The results indicate that the softw are ov erhead of tag chec king is not negligible; it increases the execution time by 35%. The proxy- ov erla y approach is worse than the VM-integrated RPC b ecause of the additional o v erhead of inv oking a metho d indirectly . Note that the proxy-o v erla y approach prohibits the compiler optimizations such as in-line expansion of metho ds. Thus it is not easy to improv e the p erformance of applications that use the proxy-o v erla y approach. The p erformance of applications using the tagged reference approach, on the other hand, can b e improv ed if a compiler is p ow erful enough to eliminate redundant tag chec ks. Hosking and Moss [20] compared the memory management techniques of ob ject-oriented languages and rep orted that the tagged reference approach is comp etitive with the approac hes that exploit MMU hardware. They used a Smalltalk compiler when they measured p erformance. In clean languages such as Smalltalk, a compiler can eliminate most redundant tag chec ks, but we b elieve that most languages (such as C++) will b ene�t less from compilers b ecause of the di�culties of ow analysis. 7.3 P erformance of In tra-Session Proto col In the exp eriments describ ed here so far, no up date op erations were p erformed. In the following exp er- iments, how ev er, w e measure the p erformance of up date op erations. As explained in Section 5.2, the intra-session proto col is a combination of three coherency proto cols: the eager coherency proto col, the lazy coherency proto col, and the write-back coherency proto col. First we examined the p erformance of each proto col in tw o b enc hmarks. One b enchmark, called the hot-up date b enchmark, corresp onds to the hot phase of the working-set mo del in which the data up dated in one address space are also accessed in another address space. The other b enc hmark, called the c old-up date b enc hmark, corresp onds to the cold phase in which the up dated data are not accessed in another address space. W e also examined the e�ect of combining these proto cols. T o do this we used a b enc hmark, called the tr ansient-up date b enchmark, in which a w orking-set changes. By sp ecifying the proto col eagerness and the laziness parameters prop erly , our in tra-session proto col adapts to the transition of w orking-sets. (a) elapsed time (msec) (b) amount of messages (Kbyte) (c) num ber of messages Figure 11: Comparison of three proto cols in the hot-up date b enchmark. 24

7.3.1 Comparison of three proto cols T o examine the prop erties of the three proto cols, we used the same data structures used in the previous exp eriments. In the hot-up date b enchmark, an activity migrates to a server and up dates some clusters. Then it returns to the client and trav erses all the clusters at the clien t address space. This corresp onds to the hot phase. In the cold-up date b enc hmark, on the other hand, after the activity returns to the client address space, it do es not access any clusters. This corresp onds to the cold phase. W e v aried the num b er of up dated clusters and measured the p erformance of each b enc hmark. T o discern the p erformance of the proto cols, the entire clusters were duplicated ahead of time at the server address space. Figure 11 shows the results of the hot-up date b enc hmark. X-axes show the num ber of up dated clusters, and Y-axes show the elapsed time, the amount of data transfer, and the num ber of netw ork communications. In Fig. 11 (a), the lazy coherency proto col shows p o or p erformance. This is b ecause it transfers an up date log and then transfers accessed ob jects. Actually , b oth the amount of data transfer and the num ber of netw ork communications are larger with the lazy coherency proto col than they are with the other proto cols. In the hot-up date b enchmark, the eager coherency proto col shows b etter p erformance than the others, since accessed ob jects are transferred eagerly . The write-back coherency proto col shows p erformance comp etitive with that of the eager coherency proto col, but this proto col will show terrible p erformance if the activity tries to access the clusters cached at the server b ecause this would inv alidate all the cac hes. (a) elapsed time (msec) (b) amount of messages (Kbyte) (c) num ber of messages Figure 12: Comparison of three proto cols in the cold-up date b enchmark. Figure 12 shows the results of the cold-up date b enchmark. The eager coherency proto col and the write-back coherency proto col show the same p erformance that they did in the hot-up date b enc hmark, since their runtime b ehaviors do not change according to the access pattern of the client. In this b enchmark, the lazy coherency proto col shows the b est p erformance of the three since the ob jects up dated at the server are not accessed at the client. Compared with the eager coherency proto col, the lazy coherency proto col transfers a smaller amount of data b ecause the size of an up date log is usually less than that of an up-to-date v alue set. W e can con�rm this from Figs. 12 (b) and 12 (c). 25

(a) elapsed time (msec) (b) amount of messages (Kbyte) (c) num ber of messages Figure 13: E�ect of proto col combination. 7.3.2 E�ect of combining the proto cols In a situation where the working-set changes during an RPC session, we should combine the three proto cols. In the following exp eriment, we used the transient-update b enchmark. This b enchmark is the same as the hot-up date b enchmark except that only half of the clusters are trav ersed at the client. Therefore, if the num ber of up dated clusters is eight or less (the total num ber of clusters is 16) w e should use the eager coherency proto col. If the num ber of up dated clusters exceeds eight we should use the lazy coherency proto col. By sp ecifying the proto col eagerness and the laziness parameters, we can set up this proto col b ehavior. In this exp eriment we set the proto col eagerness parameter to 64 Kbytes and the proto col laziness parameter to in�nity . W e compared the p erformance of the three proto cols with the proto col that combines the eager and the lazy coherency proto cols. As shown in Fig. 13, the three proto cols sho w p erformance similar to that shown on the hot-up date b enchmark. When the n um ber of the up dated clusters is less than eight, the p erformance of the combined proto col is the same as that of the eager coherency proto col. When the num ber of the up dated clusters exceeds eight, the combined proto col shows p erformance b etter than that of the eager coherency proto col. This is the e�ect of changing the proto col adaptively from the eager coherency proto col to the lazy coherency proto col. 7.4 P erformance of In ter-Session Proto col Since our implemen tation of the inter-session proto col is based on the optimistic approac h, the runtime ov erhead of the proto col is exp ected to b e relatively small. T o con�rm this w e measured the total time needed to execute an RPC session in which an activity up dates some clusters at the client, migrates to the server, and up dates them again. W e v aried the n um ber of the up dated clusters. All the clusters were duplicated ahead of time at the server, and the proto col eagerness parameter w as set to in�nity . W e broke down the measured time into four parts: (1) the read phase, (2) the backup phase, (3) the v alidation phase, and (4) the write phase. The read phase includes the time sp ent in the intr a -session 26

Figure 14: Cost of backup, v alidation, and write-bac k phases. proto col. The phases other than the read phase are the time sp ent in the inter -session proto col. The backup phase is the time sp ent creating a lo cal version of an RPC session. The v alidation phase, which is inv ok ed at the end of an RPC session, is the time sp ent on chec king the serializability of the RPC sessions. In this exp eriment the v alidation phase alwa ys succeeded b ecause there was only one RPC session. The write phase is the time sp en t writing the lo cal version of the RPC session back to the original lo cations. W e can see in Fig. 14 that when no clusters are up dated, the total time required by the inter-session proto col is almost 80% of the elapsed time. This cost can b e reduced if we introduce r e ad-only RPC sessions, in which no up date op erations are allow ed. As the num ber of up dated clusters increases, the ratio of the cost of the inter-session proto col falls from 20% to 8%. When some clusters are up dated, the cost of maintaining the data-sharing semantics dominates the entire p erformance. As a result, the relative ov erhead of the inter-session proto col is reduced. Thus, the most e�ective wa y to improv e the p erformance of our system will b e to further improv e the intra-session proto col. 8 Conclusion Co op eration and autonomy are notable prop erties of lo osely coupled distributed applications in which autonomous pro cesses co op erate with each other to exchange and share information b ey ond administra- tive b oundaries. This pap er prop osed a nov el substrate for co op erative autonomous systems, one that integrates remote pro cedure calls and virtual memory management. The distinctive feature of this sub- strate, the VM-integrated RPC, is that it combines the adv an tages of the remote pro cedure call (RPC) with the adv an tages of distributed shared memory (DSM). As conv en tional RPCs do, it preserves the autonomy of pro cesses since it requires co op erating pro cesses to agree only on logical in terfaces. In ad- dition, like DSM systems, it facilitates the co op eration of distributed pro cesses since it enables any data types, esp ecially references, to b e shared b eyond address space b oundaries. Compared with con v en tional RPCs, the VM-in tegrated RPC is an extension to deal with remote references. And compared with conv en tional DSMs, it is an extension to preserve the autonomy and for application in heterogeneous environmen ts. The VM-integrated RPC provides distribution transparency at the instruction-co de lev el, and this means that the instruction co de that manipulates virtual addresses can manipulate remote references without any mo di�cations. This allo ws all references, either lo cal or remote, to b e uniformly and e�- ciently represented by virtual addresses. More signi�cantly , the instruction-co de-lev el transparency do es not assume any sp eci�c language implementations. Thus the VM-integrated RPC is essentially applica- ble to any programming language. F urthermore, this transparency enhances the reusability of existing compilers and libraries and do es not restrict any compiler optimizations or compilation techniques. Our execution mo del assures the shared semantics of shared data, but some situations would require the c opy semantics: when a reference is passed, the en tire closure referred to by that reference is copied 27 and given an identit y di�erent from that of the original closure. If the entire closure is alwa ys replicated onto a target remote address space, incorp orating the copy semantics into our mechanism is straightfor- ward, since we ha v e only to assign a new UID for every replicated data. If data are replicated in a lazy manner (i.e, copy-on-reference), ho w ev er, the image of the closure at the reference passing time may b e lost b ecause the not-yet-replicated p ortion of the closure can b e up dated. W e sp eculate that application programmers will b e able to control the \degree" of the copy seman tics using pickling mo dules if the system pro vides an option that directs the system to assign a new UID to replicated data. In co op erative autonomous systems, the underlying system might b e required to pro vide the mecha- nism for fault tolerance. Our curren t implementation do es not address fault tolerance, but the transaction- like mechanism provided by the inter-session proto col could supp ort fault tolerance. Another imp ortant issue of co op erativ e autonomous systems is security . This is still an op en problem and is an activ e area of research. It will b e interesting to develop mobile ob ject systems based on our tec hnology . F or example, if we com bine our technology with mobile co de techniques such as Jav a byte co de [17] and OmniCo de [1], the combination would enable native co de ob jects to roam ov er the world in order to accomplish a giv en task. References [1] A. Adl-T abatabai, G. Langdale, S. Lucco, and R. W ah be. E�cient and language-indep endent mobile pro- grams. In Pr o c. of ACM Conf. on Pr o gr amming L anguage Design and Implementations , pages 127{136, Ma y 1996. [2] J. S. Auerbach, A. S. Gopal, M. T. Kennedy , and J. R. Russel. Concert/C: Supp orting distributed pro- gramming with language extensions and a p ortable multiprotocol runtime. In Pr o c. IEEE 14th Int. Conf. on Distribute d Computing Systems , pages 152{159, 1994. [3] H. E. Bal, J. G. Steiner, and A. S. T anen baum. Programming languages for distributed computing systems. ACM Computing Surveys , 21(3):261{322, September 1989. [4] Brian N. Bershad et al. A remote pro cedure call facility for in terconnecting heterogeneous computer systems. IEEE T r ansactions on Softwar e Engine ering , SE-13(8):880{894, August 1987. [5] A. D. Birrell and B. J. Nelson. Implementing remote pro cedure calls. ACM T r ansactions on Computer Systems , 2(1):39{59, F ebruary 1984. [6] Andrew Birrell, Greg Nelson, Susan Owic ki, and Edward W obber. Netw ork ob jects. In 14th ACM Symp osium on Op er ating Systems Principles , pages 217{230, December 1993. [7] Vinny Cahill, Sean Baker, Chris Horn, and Gradimir Starovic. The Amadeus GR T - generic run time supp ort for distributed p ersistent programming. In OOPSLA Pr o c e e dings 1993 , pages 144{161. A CM, 1993. [8] Luca Cardelli. A language with distributed scop e. In Pr o c. ACM Symp. on Principles of Pr o gr amming L anguages , January 1995. [9] R. G. G. Cattell. Obje ct Data Management | Obje ct-Oriente d and Extende d R elational Datab ase Systems . Addison-W esley , 1991. [10] Da vid Chapp ell. A ctive X and OLE . Microsoft Press, 1996. [11] Randy Chow and Theo dore Johnson. Distribute d Op er ating Systems & Algorithms . Addison-W esley , 1997. [12] M. Mira da Silv a, M. Atokinson, and A. P . Black. Semantics for parameter passing in a type-complete p ersistent RPC. In Pr o c. IEEE 16th Int. Conf. on Distribute d Computing Systems , pages 411{418, 1996. [13] P . J. Denning. The working set mo del for program b ehavior. Commun. of the ACM , 11(5):323{333, May 1968. [14] R. Drav es, M. Jones, and M. Thompson. MIG | the Mac h interface generator. T ec hnical rep ort, Carnegie- Mellon Universit y , F ebruary 1988. [15] Ramez Elmasri and Shamk an t B. Nav athe. F undamentals of Datab ase Systems . The Benjamin/Cummings Publishing Company , 1989. [16] Phillip B. Gibb ons. A stub generator for multilanguage rp c in heterogeneous environmen ts. IEEE T r ansac- tions on Softwar e Engineering , SE-13(1):77{87, January 1987. [17] J. Gosling and H. McGilton. The Jav a language environmen ts: A White Pap er. T ec hnical rep ort, Sun Microsystems, 1995. 28

[18] Graham Hamilton, Michael L. Po w ell, and James G. Mitchell. Sub contract: A exible base for distributed programming. In Pr o c e e dings of the 14th ACM Symp osium on Op er ating Systems Principles , pages 69{79, December 1993. [19] Roger Hay es and Richard D. Schlic h ting. F aciliating mixed language programming in distributed systems. IEEE T r ansactions on Softwar e Engine ering , SE-13(12):1254{1264, December 1987. [20] An ton y L. Hosking and J. Eliot B. Moss. Protection traps and alternatives for memory managemen t of an ob ject-oriented language. In Pr o c e e dings of the 14th ACM Symp osium on Op er ating Systems Principles , pages 106{119, December 1993. [21] Ja v a Soft. Java R emote Metho d Invo c ation Sp e ci�c ation , 1997. av ailable from http://www.ja v asoft.com/. [22] E. Jul, H. Levy , N. Hutchinson, and A. Black. Fine-grained mobility in the Emerald system. ACM T r ans- actions on Computer Systems , 6(1):109{133, F ebruary 1988. [23] K. Kato, A. Ohori, T. Murak ami, and T. Masuda. Distributed C language based on a higher-order re- mote pro cedure call technique. In A dvanc es in Softwar e Scienc e and T e chnolo gy , volume 5, pages 119{143. Academic Press, 1993. [24] K. Kono, K. Kato, and T. Masuda. Smart remote pro cedure calls: T ransparen t treatment of remote p ointers. In Pr o c. IEEE 14th Int. Conf. on Distribute d Computing Systems , pages 142{151, 1994. [25] K. Kono, K. Kato, and T. Masuda. An implementation metho d of migratable distributed ob jects using an RPC technique integrated with virtual memory management. In Pr o c. of Eur op e an Conf. on Obje ct-Oriente d Pr o gr amming (ECOOP), LNCS 1098 , pages 295{315. Springer-V erlag, 1996. [26] K. Kono, K. Kato, and T. Masuda. Comparison and p erformance study of parameter-passing semantics and implementations of remote metho d inv ocation. In Pr o c. of Se c ond IASTED Eur op e an Confer enc e on Par al lel and Distribute d Systems (Eur o-PDS’98) , pages 286{292, July 1998. [27] Ric hard T. Kouzes, James D. Myers, and William A. W ulf. Collab oratories: Doing science on the Internet. IEEE Computer , 29(8):40{46, August 1996. [28] K. Li and P . Hudak. Memory coherence in shared virtual memory systems. ACM T r ansactions on Computer Systems , 7(4):321{359, Nov em ber 1989. [29] J. E. B. Moss. W orking with p ersistent ob jects: to swizzle or not to swizzle. IEEE T r ansactions on Softwar e Engine ering , 18(8):657{673, August 1992. [30] B. Nitzb erg and V. Lo. Distributed shared memory: A survey of issues and algorithms. IEEE Computer , 24(8):52{60, August 1991. [31] Ob ject Management Group. The Comon Ob ject Request Broker: Architecture and sp eci�cation. T ec hnical rep ort, Ob ject Management Group, December 1991. [32] A. Ohori and K. Kato. Semantics for communication primitives in a p olymorphic language. In Pr o c. 20th ACM Symp. on Principles of Pr o gr amming L anguages , pages 99{112, January 1993. [33] Op en Softw are F oundation. OSF DCE release 1.0 developer’s kit do cumentation set, F ebruary 1991. [34] Marc Shapiro, Philipp e Gautron, and Laurence Mosseri. P ersistence and migration for C++ ob jects. In Eur op e an Conf. on Obje ct-Oriente d Pr o gr amming (ECOOP) , pages 191{204, 1989. [35] Viv ek Singhal, Sheetal V. Kakk ad, and Paul R. Wilson. Texas: An e�cient, p ortable p ersistent store. In Pr o c e e dings of Fifth Int’l Workshop on Persistent Obje ct Systems , pages 11{33, 1992. [36] Alexander D. Stoy enk o. SUPRA-RPC: SUbprogram PaRAmeters in remote pro cedure calls. Softwar e Pr actic e and Exp erienc e , 24(1):27{49, January 1994. [37] M. Stumm and S. Zhou. Algorithms implementing distributed shared memory . IEEE Computer , 23(5):54{64, May 1988. [38] P . Wilson. P oin ter swizzling at page fault time: e�ciently supp orting huge address spaces on standard hardware. ACM Computer Ar chite ctur e News , pages 6{13, June 1991. [39] P aul R. Wilson and Sheetal V. Kakk ad. Poin ter swizzling at page fault time: E�ciently and compatibly supp orting huge address spaces on standard hardware. In Pr o c. of Int’l Workshop on Obje ct Orientation in Op er ating Systems , pages 364{377. IEEE, 1992. [40] XER O X Corp oration. Courier: the R emote Pr o c e dur e Cal l Pr oto c ol , Dec. 1981. XERO X system integration standard XSIS-038112. [41] S. Zhou, S. Stumm, K. Li, and D. W ortman. Heterogeneous distributed shared memory . IEEE T r ansactions on Par al lel and Distribute d Systems , 3(5):540{554, September 1992. 29